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Preface

Preface

This document is intended to guide administrators through the steps for Oracle iPlanet Web Server and SafeNet
Luna HSM integration. This guide provides the necessary information to install, configure, and integrate Oracle
iPlanet with SafeNet Luna HSM.

Scope

This guide provides an overview of how to integrate Oracle iPlanet Web Server with SafeNet Luna HSM. It
explains how to install and configure the Oracle iPlanet Web Server while storing private key on SafeNet Luna
HSM.

Document Conventions

This section provides information on the conventions used in this template.

Notes

Notes are used to alert you to important or helpful information. These elements use the following format:

g NOTE: Take note. Contains important or helpful information.

Cautions

Cautions are used to alert you to important information that may help prevent unexpected results or data loss.
These elements use the following format:

T CAUTION: Exercise caution. Caution alerts contain important information that may
help prevent unexpected results or data loss.

Warnings

Warnings are used to alert you to the potential for catastrophic data loss or personal injury. These elements use
the following format:

WARNING: Be extremely careful and obey all safety and security measures. In
this situation you might do something that could result in catastrophic data loss or
personal injury.
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Command Syntax and Typeface Conventions

Convention Description
bold The bold attribute is used to indicate the following:
¢ Command-line commands and options (Type dir /p.)
e Button names (Click Save As.)
e Check box and radio button names (Select the Print Duplex check box.)
e Window titles (On the Protect Document window, click Yes.)
e Field names (User Name: Enter the name of the user.)
e Menu names (On the File menu, click Save.) (Click Menu > Go To > Folders.)
e Userinput (In the Date box, type April 1.)

italic The italic attribute is used for emphasis or to indicate a related document. (See the
Installation Guide for more information.)

Consolas Denotes syntax, prompts, and code examples.
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Support Contacts

Contact Method Contact Information

Address Gemalto
4690 Millennium Drive
Belcamp, Maryland 21017, USA

Phone us 1-800-545-6608
International 1-410-931-7520

Technical Support | https://supportportal.gemalto.com

Customer Portal Existing customers with a Technical Support Customer Portal account can log in to

manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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1 — Introduction

Introduction

Overview

This document covers the necessary information to install, configure, and integrate Oracle iPlanet Web Server
with SafeNet Luna HSM.

SafeNet Luna HSMs integrate with the Oracle iPlanet Web Server to provide significant performance
improvements by off-loading cryptographic operations from the Oracle iPlanet Web Server to SafeNet Luna
HSMs. In addition, SafeNet Luna HSM provides extra security by protecting and managing the server’s high
value SSL private key within a FIPS 140-2 certified hardware security module.

This integration between SafeNet Luna HSM and Oracle iPlanet Web Server uses the industry standard
PKCS#11 interface.

The following is the procedure for installing and configuring the SafeNet Luna HSM with Oracle iPlanet Web
Server.

The installation is performed in several steps:
¢ Install and configure the SafeNet Luna HSM.
¢ Install the Oracle iPlanet Web Server.

e Configure the Oracle iPlanet Web Server.

34 Party Application Details

e Oracle iPlanet Web Server 7.0 SP24 RHEL 7 (64 bit)
e Oracle iPlanet Web Server 7.0 SP15 RHEL 6.5 (64 bit)
e Oracle iPlanet Web Server 6.1 SP14 SPARC (64bit)
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Supported Platforms

The following platforms are tested with SafeNet Luna HSM:

SafeNet Luna HSM (v7.x)

Oracle iPlanet Web Server 7.0 SP24 RHEL 7 (64 bit)

Platforms Tested SafeNet Luna Firmware Version
Network HSM
Appliance
Version

Red Hat Enterprise Linux |7.2.0 7.2.0

7 64-bit

Red Hat Enterprise Linux |7.1.0 7.1.0

7 64-bit

Red Hat Enterprise Linux |7.0.0 7.0.1

7 64-bit

SafeNet Luna HSM (v4.x/5.x/6.x)

Oracle iPlanet Web Server 7.0 SP24 RHEL 7 (64 bit)

Platforms Tested SafeNet Luna Firmware Version
Network HSM
Appliance
Version

Red Hat Enterprise Linux |6.3.0 6.27.0

7 64-bit

Oracle iPlanet Web Server 7.0 SP15 RHEL 6.5 (64bit)

Platforms Tested HSM Firmware
Red Hat Enterprise Linux |6.2.2 6.24.3
6.5 64-bit

Red Hat Enterprise Linux |6.2.1 6.24.2
6.5 64-bit

SafeNet Luna Client Software Version

7.2.0

7.1.0

7.0.0

SafeNet Luna Client Software Version

6.3.0

Luna Client Software Version

6.2.2

6.2.1
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Platforms Tested HSM Firmware Luna Client Software Version
Red Hat Enterprise Linux |6.0.0 6.22.0 6.Xx

6.5 64-bit (v6.0, 6.1)

Red Hat Enterprise Linux |5.4.7 6.2.1 5.x

6.5 64-bit (v5.0.X, 5.2., 5.3.X, 5.4.X)

Oracle iPlanet Web Server 6.1 SP14 SPARC (64bit)

Platforms Tested HSM Firmware Luna Client Software Version
Solaris 10 SPARC (64-bit) | 4.5 48.1 4.5.x
@ NOTE: Oracle iPlanet Web Server is also tested with Luna Clients in HA &
FIPS Mode.

Prerequisites

Configuring PED Auth SafeNet Luna HSM (v6.1/v7.0)

You need to obtain the following patch to work with PED based SafeNet Luna HSM when using the version 6.1
and 7.0:

DOC ID: DOW4166
Part No: 630-010467-001 Alpha3
TITLE: Luna 5 Compatibility Shim for Luna 6

lﬁ NOTE: The below configuration is only applicable for Version 6.1/7.0 of PED
based SafeNet Luna HSM.

CONFIGURATION:
1. Copy the libshim.so to <lunaclient installation>/lib directory. It is advised to first rename the previous shim.

2. Point the application to the libshim.so instead of the Cryptoki shared object library. To point it, open the
/etc/Chrystoki.conf file and make the following changes:
Chrystoki2 = {
LibUNIX64 =
}
Shim2 = {

/usr/safenet/lunaclient/1lib/libshim.so;
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LibUNIX64 = /usr/safenet/lunaclient/lib/1ibCryptoki2_64.so;
}

Misc = {

ApplicationInstance=SA5_COMPATIBILITY;
FunctionBindLevel=2;

}
Contact Customer Support if you need assistance regarding the above configuration.

Configuring PED Auth SafeNet Luna HSM (v6.2.x)

For Ped based SafeNet Luna HSM make sure ProtectedAuthenticationPathFlagStatus is set to ‘1’ in Misc
Section of Chrystoki.conf file.

Misc = {
ProtectedAuthenticationPathFlagStatus = 1;
}

Configuring SafeNet Luna Network HSM 7.x

SafeNet Luna Network HSM allows to create Per-Partition Security Officer (PPSO) partition. HSM Administrator
is not Security Officer (SO) for PPSO partitions. The HSM SO/Administrator elects to create a partition as
PPSO-type, which creates an empty structure that is handed to the new owner, who initializes the partition to
create the Partition Security Officer (PSO) role or identity for management functions. The PSO in turn creates
the partition Crypto Officer (CO) to control client cryptographic operations on the partition.

Refer to the SafeNet Luna HSM documentation for installation steps and details regarding the configuration and
setup of the box on UNIX/Windows systems. Before you get started ensure the following:

o SafeNet Luna Network HSM appliance and a secure admin password.

o SafeNet Luna Network HSM, and a hostname, suitable for your network.

o SafeNet Luna Network HSM network parameters are set to work with your network.

e |Initialize the HSM on the SafeNet Luna Network HSM appliance.

¢ Create and exchange certificates between the SafeNet Luna Network HSM and your Client system.
e Create a partition on the HSM that will be later used by Oracle iPlanet Web Server.

o Register the Client with the partition. And run the "vtl verify" command on the client system to display a
partition from SafeNet Luna HSM. The general form of command is "C:\Program
Files\SafeNet\LunaClient>vtl verify" for Windows and "/usr/safenet/lunaclient/bin/vtl verify" for
Unix.

e Initialize the Partition as mentioned in steps below for Password/PED based respectively

e Enabled Partition "Activation" and "Auto Activation" (Partition policy settings 22 and 23 (applies to SafeNet
Luna Network HSM with Trusted Path Authentication [which is FIPS 140-2 level 3] only).
Initialize the Partition SO and Crypto Officer Roles on a PW-Auth Partition

These instructions assume a password-authenticated SafeNet Luna Network HSM that has been initialized, and
an application partition has been created, capable of having its own Security Officer.
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e Initialize the Partition SO role

Set the active slot to the created, uninitialized, application partition:
Type slot set -slot <slot number>

lunacm:> slot set -slot ©

Current Slot Id: 0 (Luna User Slot 7.0.0 (Password) Signing With Cloning Mode)
Command Result : No Error

Initialize the application partition, to create the partition's Security Officer (SO).
Type partition init -label <part_label>

lunacm:> par init -label <part_label> -password <part_password>

You are about to initialize the partition.

All partition objects will be destroyed.

Are you sure you wish to continue?

Type 'proceed' to continue, or 'quit' to quit now -> proceed
Command Result: No Error

Initialize the Crypto Officer role

a. The SO of the application partition can now assign the first operational role within the new partition. Type
role login -name Partition SO.

lunacm:> role login -name Partition SO

b. Type role init -name Crypto Officer.

lunacm:> role init -name Crypto Officer

c. The application partition SO can create the Crypto Officer, but only the Crypto Officer can create the Crypto
User. Therefore, the SO must log out to allow the Crypto Officer to log in.
Type role logout.

lunacm:> role logout

Initialize the Partition SO and Crypto Officer Roles on a PED-Auth Partition

These instructions assume a PED-authenticated SafeNet Luna Network HSM that has been initialized, and an
application partition has been created, capable of having its own Security Officer.

Take the following steps to initialize the PSO and CO roles:
e Initialize the Partition SO role

Set the active slot to the created, uninitialized, application partition.
Type slot set -slot <slot number>

lunacm:> slot set -slot @

Current Slot Id: 0 (Luna User Slot 7.0.0 (PED) Signing With Cloning Mode)
Command Result : No Error

Initialize the application partition, to create the partition's Security Officer (SO).
Type partition init -label <part_label>

lunacm:> par init -label <part_label>
You are about to initialize the partition.
All partition objects will be destroyed.
Are you sure you wish to continue?
Type 'proceed' to continue, or 'quit' to quit now -> proceed
Please attend to the PED.
Respond to SafeNet PED prompts...
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Command Result : No Error

¢ Initialize the Crypto Officer role
The SO of the application partition can now assign the first operational role within the new partition.
Type role login -name Partition SO.

Type role init -name Crypto Officer.

lunacm:> role init -name Crypto Officer
Please attend to the PED.
Respond to SafeNet PED prompts...

Command Result: No Error

The application partition SO can create the Crypto Officer, but only the Crypto Officer can create the Crypto
User. Therefore, the SO must log out to allow the Crypto Officer to log in.
Type role logout.

Now, the Crypto Officer, or an application using the CO's challenge secret/password can perform cryptographic
operations in the partition, as soon as the Crypto Officer logs in with role login -name Crypto Officer.
However, the Crypto Officer can create, modify and delete crypto objects within the partition, in addition to
merely using existing crypto objects (sign/verify). You can also create a limited-capability role called Crypto User
that can use the objects created by the Crypto Officer, but cannot modify them.

@ NOTE: The black Crypto Officer PED key/Crypto Officer Password (in case
of PW-Auth) is valid for the initial login only. You must change the initial
credential on the key using the command role changepw during the initial
login session, or a subsequent login. Failing to change the credential will
result in a CKR_PIN_EXPIRED error while performing role-dependent
actions.

Controlling User Access to the HSM

By default, only the root user has access to the HSM. You can specify a set of non-root users that are permitted
to access the HSM, by adding them to the hsmusers group. The client software installation automatically
creates the hsmusers group. The hsmusers group is retained when you uninstall the client software, allowing
you to upgrade your client software while retaining your hsmusers group configuration.

Adding users to hsmusers group

To allow non-root users or applications access to the HSM, assign the users to the hsmusers group. The users
you assign to the hsmusers group must exist on the client workstation. Users you add to the hsmusers group
are able to access the HSM. Users who are not part of the hsmusers group are not able to access the HSM.

e Adding a user to hsmusers group
a. Ensure that you have sudo privileges on the client workstation.

Add a user to the hsmusers group.

sudo gpasswd --add <username> hsmusers

where <username> is the name of the user you want to add to the hsmusers group.
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Removing users from hsmusers group

To revoke a user's access to the HSM, you can remove them from the hsmusers group.

Removing a user from hsmusers group
Ensure that you have sudo privileges on the client workstation.

Remove a user from the hsmusers group.

sudo gpasswd -d <username> hsmusers

Where <username> is the name of the user you want to remove from the hsmusers group. You must log
in again to see the change.

lﬁ NOTE: The user you delete will continue to have access to the HSM until you
reboot the client workstation.

Configuring SafeNet Luna Network HSM (v4.x/5.x/6.x)

Refer to the SafeNet Luna HSM documentation for installation steps and details regarding the configuration and
setup of the box on UNIX systems. Before you get started ensure the following:

SafeNet Luna Network HSM appliance and a secure admin password.

SafeNet Luna Network HSM, and a hostname, suitable for your network.

SafeNet Luna Network HSM network parameters are set to work with your network.

Initialize the HSM on the SafeNet Luna Network HSM appliance.

Create and exchange certificates between the SafeNet Luna Network HSM and your Client system.

Create a partition on the HSM, remember the partition password that will be later used by Oracle iPlanet
Web Server.

Register the Client with the partition. And run the "vtl verify" command on the client system to display a
partition from SafeNet Luna Network HSM. The general form of command is "C:\Program
Files\SafeNet\LunaClient> vtl verify" for Windows and "/usr/safenet/lunaclient/bin/vtl verify" for
Unix.

Enabled Partition "Activation" and "Auto Activation" (Partition policy settings 22 and 23 (applies to SafeNet
Luna Network HSM with Trusted Path Authentication [which is FIPS 140-2 level 3] only).
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Using Luna 6.x/7.x in FIPS Mode

Under FIPS 186-3/4, the RSA methods permitted for generating keys are 186-3 with primes and 186-3 with aux
primes. This means that RSA PKCS and X9.31 key generation is no longer approved for operation in a FIPS-
compliant HSM. If you are using the SafeNet Luna HSM in FIPS mode, you have to make the following change
in configuration file:

Misc = {
RSAKeyGenMechRemap = 1;
}

The above setting redirects the older calling mechanism to a new approved mechanism when SafeNet Luna
HSM is in FIPS mode.

g NOTE: The above configuration is valid for Luna 7.x and Luna 6.x (F/W Version
6.22.0 and above only).
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Oracle iPlanet Web Server Installation

To install Oracle iPlanet Web Server, perform the following steps:

1. Login as the root user and unpack the .gz or .zip file to a temporary directory using gunzip filename or unzip
filename.

2. Untar the unzipped file using tar —xvf filename.

This command unpacks the server files and creates a temporary directory structure under the current
directory. Unpacking the file may take a little time. Change to the directory where the files have been
unpacked.

3. Execute the command "./setup" to start web server installation.
Refer the Oracle iPlanet Web Server documentation for more details.

After the installation follow the steps mentioned in the next Chapter for configuring Web Server with SafeNet
Luna HSM.
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3

Oracle iPlanet Web Server Configuration
with SafeNet Luna HSM

Oracle iPlanet Web Server 7.0 with SafeNet Luna HSM

To configure the Web Server to recognize the Luna SA cryptographic device, perform the following steps:
1. Add the following in the LD_LIBRARY_PATH:

export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:<Path to Luna SA installation directory>/lib:<Path to
Web Server installation directory>/lib

2. Change to the alias directory of the Web Server by using the command:
cd <Path to Web Server installation directory>/ https-localhost.localdomain/config
Where the <Path to Web Server installation directory> is root directory of the Web Server.

List the contents of the alias directory to see if the file secmod.db exists. If the file does not exist, follow the
steps below. If the file exists go to step 4.

3. Create a security module database by using the modutil utility as below:
/opt/oracle/webserver7/bin/modutil -create -nocertdb -dbdir .

modutil displays the following warning:

A WARNING: Performing this operation while Communicator is running could cause
corruption of your security databases. If Communicator is currently running, you
should exit Communicator before continuing this operation. Type 'q <enter>' to
abort, or <enter> to continue:

Ensure that the web browser and communicator are not running and press Enter.

4. Disable the compliance with the FIPS 140-2 in the Web Server. To do this use the modutil utility as below:
/opt/oracle/webserver7/bin/modutil -fips false -nocertdb -dbdir .

modutil displays the following warning:

A WARNING: Performing this operation while Communicator is running could cause
corruption of your security databases. If Communicator is currently running, you
should exit Communicator before continuing this operation. Type 'q <enter>' to
abort, or <enter> to continue:

Ensure that the web browser and communicator are not running and press Enter.

Oracle iPlanet Web Server Integration Guide 16
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5.

6.

If FIPS mode has already been disabled, modutil displays the following message: (default)
FIPS mode already disabled.

Otherwise, modutil will display the following message:

Using database directory...

FIPS mode disabled.

Add the Luna SA PKCS #11 library to the security database by using the command:

For (32-bit):

/opt/oracle/webserver7/bin/modutil -add lunasa -libfile
/usr/safenet/lunaclient/1lib/1ibCryptoki2.so -nocertdb -dbdir .

For (64-bit):

/opt/oracle/webserver7/bin/modutil -add lunasa -libfile
/usr/safenet/lunaclient/1lib/1ibCryptoki2_64.so -nocertdb -dbdir .

modutil displays the following warning:

A WARNING: Performing this operation while Communicator is running could cause
corruption of your security databases. If Communicator is currently running, you
should exit Communicator before continuing this operation. Type 'q <enter>' to
abort, or <enter> to continue:

Ensure that the web browser and communicator are not running and press Enter.
The following message will be displayed:

Module "lunasa" added to database

7. Ensure that the module has been added by executing the modutil utility as below:

/opt/oracle/webserver7/bin/modutil -list -nocertdb -dbdir .
[root@localhost config]# /opt/oracle/webserver7/bin/modutil -list -nocertdb -dbdir .
Listing of PKCS #11 Modules
1. NSS Internal PKCS #11 Module

slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. lunasa

library name: /usr/safenet/lunaclient/lib/1ibCryptoki2_64.so
slots: 4 slots attached
status: loaded

slot: Net Token Slot
token: partl

slot: Luna UHD Slot
token:
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slot: Luna UHD Slot
token:

slot: Luna UHD Slot
token:

Start the web server using the following command:
cd /opt/oracle/webserver?7/admin-server/bin

./startserv

If you have configured Oracle on Non-SSL Port ,then open the browser with the following URL.:

http://<ServerName or IP Address>:port
For Example: http://<ServerName or IP Address>:8800

Cvacie Pl Wets St X

& C '@ 1earsse

Oracle iPlanet Web Server

Admin Console

Serone Name  srahed Qeakormae
Uaar Warre

Paavmes

If it is configured on SSL then open the browser with the following URL:

https://<ServerName or IP Address>:port
For Example: https://<ServerName or IP Address>:8989

Oracle iPlanet Web Server Integration Guide
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10. Enter the username and password to log in to the server with the administrator password provided during
the installation of the web server.

[ Orace iPanes web Serves Admin Con... | 4 |

‘ | & locatost locadksemain ¢

v & [~

ORACLE

Oracle iPlanet Web Server
Admin Console

Server Name: |ocahostiocaidomain

User Name: ['-dn'\'}
Password! ['n;l.coynl

Coppngtt € 2007 2010, Dratde aesir its witiale

» AR NOIEY resbtvast

11. Ensure that all the instances are running and no deployment is pending. To verify pending deployments, go
to the Configurations tab, click <Virtual Server name> under the Configurations list.

Click Pull and Deploy configuration from in case if it is pending.
12. Click Server Certificates.

s Orade Pznzt Web Server &dmin Can I 5

‘ |ﬂ tiip: Jlacadbost eddomatn P9 Y s

i :
Server Certificates | SetPasswords
& cerifcate is Ssued and dgidiy signed by 3 Certficate Authordy, or CA The “Set fasswords. ™~ bufion is used T set token passwords for securs tokens in the session. Fihere are no secure

iokens avaratle, then Se butfon i< disabied This page Ists the server certicaizs avafatie n 2 the cosfigurations

lf_'j’.) Some of the tokens reqere passwords o list certhcaies. Cick on "Set Passwords._" o set passwords

Server Certificates {0)

| request. [l nstad || e || okt || Filkerz| Minens -

 Certificate Name

Issuer Configuration | Token Expiration Date

No certficai=s found Some rows of Bis table might be %idden bacause a fier s zppled. To display 2l the rows. select "4 ltems” from the Fiter list
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13. Click Set Password. And provide Luna SA partition/token password. Click OK.

Oracle iPlanet Web Server |

Set Configuration Token Passwords
i configuration tokens.

Secure Tokens (1)

| OK ” Close |

Use the table below to set the passwords for secure tokens. Click on "OK" to save the passwords for the

| Configuration o l Token o l Password

localhostlocaldomain ‘ partl

I...oolo.
|

I OK “ Close |

@) Set Configuration Token Passwords - Mozila Firefox

’ @ https://localhost.localdomain:B989/admingui/admingui/tokenPasswordsCollectorDialog

Oracle iPlanet Web Server

Q Password(s) set in session successfully

Set Configuration Token Passwords

configuration tokens.

OK

Close

Use the table below to set the passwords for secure tokens. Click on "OK" to save the passwords for the
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14. On Server Certificate tab click Request... and follow the wizard. At step 2 select Luna HSM token, provide

password and click Next.

Steps ‘ Help

Oracle iPlanet Web Server

Request Server Certificate Wizard

Step 2:Select Tokens and Passwords

1. Select Configuration

= 2. Select Tokens and
Passwords

3. Enter Server Details
4. Certificate Options

5. Certificate Type

' 6. Review

|| 7. Results

The page shows the list of tokens that are available for the configuration. Enter the
password for the selected token if required.

Configuration: localhostlocaldomain

Token: I partl j

Select the token name from the above list. If your key is stored in the
local key database maintained by Oracle iPlanet Web Server 7.0, choose
internal. If your key is stored in a Smart Card or other extermnal device or
engine, choose the name of the extemnal token from the drop down list
box.

Password: [ssessees

Enter the password for the selected token. The password field is enabled
only if the selected token requires a password

15. On step 3 provide all information for certificate request. Click Next.

Oracle iPlanet Web Server

Request Server Certificate Wizard

Steps Help l

Step 3:Enter Server Details

1. Select Configuration

2. Select Tokens and
Passwords

= 3. Enter Server Details
4. Certificate Options
5. Certificate Type
6. Review

7. Results

Enter the Information for generating certificate request

* Indicates required

* server Jwww TestiPlanet.com
Name:

This can be a single server name e.g WWW.SUN.com or a comma separatq

list of server names e.g www.sun.com,java.sun.com

Organization ISafeNet

(0):

Organizational ICM

Unit (OU):

Locality (L): [Noida

State (ST): fup

Country (C): | India M

Select the country or specify the 2 digit country code
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16. Provide Key Type details in the step 4.

Oracle iPlanet Web Server

Request Server Certificate Wizard

Steps Help ‘

Step 4:Certificate Options

1. Select Configuration

2. Select Tokens and
Passwords

3. Enter Server Details

=+ 4. Certificate Options
5. Certificate Type
6. Review

7. Results

Specify the key type for the certificate.

Key Type
@ RSA
Kgy 2048 ;] bits
Size: The longer the key length the longer the time the wizard takes to
generate it.
() ECC

Curve Name: [prime256vl <

17. Select CA Signed Certificate as Certificate Type. Click Next. It will return certificate request. Get it signed

from third party CA.

18. Once you receive signed certificate go to Server Certificates tab click Install. Provide token details and

paste certificate data or select signed certificate file. Click Next.

J Steps | Help

Install Server Certificate Wizard

Step 3:Enter Certificate Data

1. Select Configuration

2. Select Tokens and
Passwords

= 3. Enter Certificate Data
4. Certificate Details
5. Review

6. Results

Enter certificate data in ASCIl format along with the headers in the text area provided or
provide the path to a file containing the certificate data.

® certificate Data

FjAUBggrBgEFBQcDAQYIKWYBBQUHAWIWHWYDVRO]BBgwFoAUGfBGAfquPYIASX
aHFENVOqOL4wNgYIKwYBBQUHAQEEKjAOMCYGCCs GAQUFBzAChhpodHRwOi8v|
Uu

c3ltY2IuY25tL3)ILmNydDANBgkghkiGOwWOBAQSFAAO CAQEAWYmMHZ 5MY3bHV7n
hvXrd9xlt8+|Tp5z1VVFLbzYCKaqY17OPGMwWVWY4Fd+dEkdsSV4KsOWqDU)XO0j
nYWGx+ MVquClg3Nljp0aZHe/XDKWQRR6nGFm0AdJeanpsle
3dxjuw2 'b UBj2sl/kWPsLztognXOrdKQJCpewS6s)apjZFDr83efZ
Vp4PITFA42IWQq3b9AVKp|8Xe QO 7yqSn)gHYtNmkCHM4QRLHgZ 6HEghImMU+B

G42+8k0s/tPHIHIJPZqYLwsbtVW jydbQyha+AVO4SyTkSigSDK8ZJOI7xjMYNugX|
RM20sA==

O certificate File

Path to the certificate file on the server

v

TR )
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19. Provide the nickname for your certificate and select http listener.

Oracle iPlanet Web Server

Install Server Certificate Wizard
Step 4:Certificate Details

J Steps l Help l

1. Select Configuration If the type is self signed, provide values for nickname, validity (Months) and the HTTP
Listener name for handling secure requests.

2. Select Tokens and

Passwords * Indicates required field
3. Enter Certificate Data * Nickname: |MyPlanet
!
= 4. Certificate Details Lt U
' 5. Review
1
/| 6. Results
||
| |

20. Verify the certificate details and click Finish.

m Install Server Certificate Wizard

Please review your settings here. Click Finish to continue.
Steps l Help

1. Select Configuration

Configuration: localhostlocaldomain

2. Select Tokens and Nickname: MyPlanet
Passwords -
Token: Manjari
3. Enter Certificate Data Listener: http-listener-1
4. Certificate Details Certificate Details
. Subject: CN=www.iPlanetLuna5.com,OU=CM,0=SafeNet,L=Noida,ST=UP,C=IN |
= 5. Review
Issuer: CN=Symantec Trial Secure Server CA - G3,0U="For Test Purposes
,I 6. Results Only. No assurances.",0=Symantec Corporation,C=US
Key Type: RSA
r Key Size: 2048
Valid From: Fri Jul 17 05:30:00 IST 2015
Valid Till: Mon Aug 17 05:29:59 IST 2015
Serial 08:69:1D:E7:53:54:50:95:E9:6B:0F:29:53:0B:0F:57
Number:

Fingerprint: AA:67:02:F3:76:2D:C8:83:DD:16:74:87:FF:44:05:D3

T i Y
l Previous H §Finish§]
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21. The following message displays, click Close.

Install Server Certificate Wizard 4

| steps | Help | Step 6:Results

1.. Select Configuration Results of Install Server Certificate

2.. Select Tokens and
Passwords 6 Installation of Certificate

3.. Enter Certificate Data successful
4.. Certificate Details
5.. Review

= 6. Results

22. Go to the Configuration tab and click the configuration.

He Edt ¥ew Hstory Seokmars Teols Help
S} 0ace Plane 3 ServeradminCon. | &

‘ | @ rive lecabostiocaidomain 3587 2 | rguysevet evicasCateral e nsrt prifvatesGane el Gamer EverTats Tabies=26 vz{-:‘v n

HOME | peFrES | LOGOUT |

Oracle iPlanet Web Server

Configurations Migatz | Vizw Logs|
Coshguration refers to 2 set of metzdata that corfigures the mirtime senices of 2 Web Server The coshawrabion metzdatz is used by the server runfime % Joad budt-n senices. third party ghug-ins 3ad setup oBer servd
extensons such s database drivers for senvisg web pages and dymamec web appficabions. Cick on the Migrate Configurabonis) buRon to migrate the Web Server 6.0/6.1 msiznca{s) to Web Server 7.0. This acton dso
causss 3l the deployad web applications ta Be Web Server 6.0/6 1 irsfancels) to be migrated

Configurations (1)

flew || Depiey || & Sart || Sop || festant || Dfsis
Z E  Configurations « Configuration State ..Ihslacs = Instances State ]
| O |localaostlocds Degloyed 1 1Rnnrg

Oracle iPlanet Web Server Integration Guide 24



3 — Oracle iPlanet Web Server Configuration with SafeNet Luna HSM

23. Go to the HTTP Listener tab and click listed listener. Select the Enabled check box for SSL and make sure
that certificate that was installed in step 18 is listed as RSA Certificates. Click Apply.

Oracle iPlanet Web Server

J General ’ SSL |

Edit HTTP Listener - SSL Settings

Security can be enabled for the HTTP listener only when there are available installed certificates.

¥ General ¥ S5L2
¥ SSL3/TLS
General
I
Name: http-listener-1
SSL: Enabled
Certificate: RSA Certificates: |manjari:cert-localhostlocaldomain-l ~| |
ECC Certificates: No ECC Certificates Available ‘
Client Authentication: () Required !
(") Optional |
(@ False

24. Deployment pending message will get displayed. Click Deploy.

Configuration Deployment

Deploying configuration to all instances.

& Deployment Pending

Click on "Deploy.." to propagate the changes to all instances

The configuration localhost.localdomain has changed locally.

Oracle iPlanet Web Server l

| Deploy.. || cancel | .

|Deploy Configuration

I
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25. The message displays The Configuration has been deployed successfully to all available nodes.

Oracle iPlanet Web Server

Results

o The configuration has been deployed successfully to all available

nodes.

26. Once the SSL is enabled on the server open the browser and enter the URL that points the documents on

an SSL-Enabled server:

https://<ServerName or IP Address>:port

If the SSL is enabled for the existing port number i.e., 80, type https://<ServerName or IP Address>:80

27. Accept the certificate.

Crece Planet Web Server 70 - Mosila Freft

fe ot Yew Bigtory Backmares Pols  lelp

(=) 0rachs et veb Sever s €. 3 | (8} 0rache Paner Web Semver T0 x#

. noht il goman

ORACLE" Oracle iPlanet Web Server

Rales pravide & tete gualy of i

Features
Seaabibly and Performasce

Hreos

Server AMdmriatrstion

Croche Etanet Wed Seever 7 01y o suldTrwaserl restgrconss Apd caton ial can i run o siter
T bt o A1 ook, del ermig s riameance fo dymaenc and secs condet! and sun
acal bty of mose than 100000 weedtarecus consecaons on rutcom. Clep Naditterading (CMT)

Vit Server Suppart
1 own P acdmin, port, documert root pakerences, g As, snd noe

Cortent Fllers

IS0 Edmry oflom Sewiopens g aseani syatots 10 o0e agsd Cation Sagc o rsad y it sl

1R2p0N0e & sponie headen and paryioad o1 el tre
Dwie Encrygtion and Secirey

The ageuristiaton yreriace shows bre camvol over ertan seress. Quick access b e quenty used
tasks and megraied chse! management wrhout Saosd 0ng ease-of-uge bar o beosser Dased or 3
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Oracle iPlanet Web Server 6.1 with SafeNet Luna HSM

To configure the Web Server to recognize the SafeNet Luna HSM cryptographic device, perform the following
steps:

1. Add the following in the LD_LIBRARY_PATH:

export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:<Path to Luna SA installation directory>/lib:<Path to
Web Server installation directory>/bin/https/lib

2. Change to the alias directory of the Web Server by using the command:

cd <Path to Web Server installation directory>/alias
Where the <Path to Web Server installation directory> is root directory of the Web Server.

List the contents of the alias directory to see if the file secmod.db exists. If the file does not exist, follow the
steps below. If the file exists go to step 4.

3. Create a security module database by using the modutil utility as below:
../bin/https/admin/bin/modutil -create -nocertdb -dbdir .

modutil displays the following warning:

A WARNING: Performing this operation while Communicator is running could cause
corruption of your security databases. If Communicator is currently running, you
should exit Communicator before continuing this operation. Type 'q <enter>' to
abort, or <enter> to continue:

Ensure that the web browser and communicator are not running and press Enter.

4. Disable the compliance with the FIPS 140-2 in the Web Server. To do this use the modutil utility as below:
../bin/https/admin/bin/modutil -fips false -nocertdb -dbdir .

modutil displays the following warning:

A WARNING: Performing this operation while Communicator is running could cause
corruption of your security databases. If Communicator is currently running, you
should exit Communicator before continuing this operation. Type 'q <enter>' to
abort, or <enter> to continue:

Ensure that the web browser and communicator are not running and press Enter.

5. If FIPS mode has already been disabled, modutil displays the following message: (default)
FIPS mode already disabled.
Otherwise, modutil will display the following message:
Using database directory...
FIPS mode disabled.
6. Add the Luna SA PKCS #11 library to the security database by using the command:
32-bit Library:

../bin/https/admin/bin/modutil -add lunasa -libfile /usr/lunasa/lib/libCryptoki2.so -nocertdb -
dbdir .
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64-bit Library:

../bin/https/admin/bin/modutil -add lunasa -libfile /usr/lunasa/lib/libCryptoki2_64.so -nocertdb
-dbdir .

modutil displays the following warning:

A WARNING: Performing this operation while Communicator is running could cause
corruption of your security databases. If Communicator is currently running, you
should exit Communicator before continuing this operation. Type 'q <enter>' to
abort, or <enter> to continue:

Ensure that the web browser and communicator are not running and press Enter.
The following message will be displayed:

Module "lunasa" added to database.

7. Ensure that the module has been added by executing the modutil utility as below:
../bin/https/admin/bin/modutil -list -nocertdb -dbdir .

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. lunasa
library name: /usr/lunasa/lib/libCryptoki2.so
slots: 1 slot attached
status: loaded

slot: LunaNet Slot
token: partl

8. Start the web server using the following command:
../startconsole
9. Open the browser with the following URL:
http://<ServerName or IP Address>:port
If you have selected the default port then type http://<ServerName or IP Address>:8888

10. Enter the username and password to log in to the server with the administrator password provided during
the installation of the web server.

11. Select the web server, click Manage and select the Security tab.
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12.

13.

14,

15.

16.

17.

18.

19.
20.
21.
22.

23.

Click Create Database and provide the Database Password, click OK. The following message will be
displayed, click OK:

Success!

Trust database has been successfully initialized.

Click Apply and then click Apply Changes, the following message will be displayed, click OK:
Success!

The server has started up.

Select Request a Certificate and enter the following details:

¢ Inthe Cryptographic Module field, select Luna SA token.

e Inthe Key Pair File Password, enter the Luna SA partition password.

o Enter the details to generate certificate request.

Copy the certificate request and submit the request to CA, after receiving the response from CA save the
response.

Select Install Certificate and enter the following details and click OK:

¢ Inthe Cryptographic Module field, select Luna SA token.

¢ Inthe Key Pair File Password, enter the Luna SA partition password.

e Enter the Certificate Name.

e Copy and paste the received CA response in the Message Text (with headers)

Verify the certificate details at the Add Server Certificate page and click Add Server Certificate, the
following message will be displayed, click OK.

Warning: Security Changes require Shutdown

Although the certificate database has been updated, you must shutdown the server and start it up
again to ensure that the changes take effect.

The following message will be displayed, click OK:

Success

Your certificate has been added

You may now turn on encryption for your server

Click Apply and Apply Changes to ensure that the changes take effect.

Select the Administration Server and click Manage.

Select Preferences tab and click Edit Listen Sockets.

Click Listen Socket ID and enter the Luna SA partition password and click OK.
Enter the details on the Edit Listen Socket page:

e Inthe Security section, select security Enabled in the drop down list, click OK and click the Apply.

e Select Server Certificate Name for the listen socket, select the certificate which you have installed and
click OK.

Click Apply and Apply Changes to ensure that the changes take effect, it will ask password for listed
Modules. Provide password and click OK to start the server.
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Once the SSL enabled on the server open the browser and enter the URL that points the documents on an
SSL-Enabled server:

https://<ServerName or IP Address>:port

If the SSL is enabled for the existing port number i.e., 80, type https://<ServerName or IP Address>:80
24. Accept the certificate.
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